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What are hijacked journals?

• Hijacked journals represent a type of cyber-crime.

• Fake websites that use the titles, ISSNs, and metadata of established 
journals

• Multidisciplinary and open access journals

• Lack of peer review

• The published results are often based on low-quality or dishonest 
research practices.

• Hijacked journals collect fees and this cybercrime is a million dollar 
business
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261 entries since 2020



Why are hijacked journals so successful? 

• Targeting print-only journals
• Legitimate journals do not have proper website

• Registering an expired domain of the journal
• Such a strategy allows hijacked journals to keep the link to the homepage in 

bibliographic databases

• Hacking the original website of the journal
• the website of the authentic Talent Development and Excellence was hacked in 2020

• Indexjacking: compromising the data of the original journal in indexing 
databases 
• Web of Science- individual cases
• Dimensions – DOI fraud
• Scopus is mostly affected



Research question

• There is no systematic record of hijacked journals that are indexed in 
Scopus
• Scopus has been mentioned in numerous cases of papers indexed from 

hijacked journals. 

• The goal of this paper is to bridge this gap by conducting a systematic 
analysis of hijacked journals in Scopus.



Methodology



Results

• At least 67 hijacked journals that have penetrated Scopus since 2013
• 33 journals indexed unauthorized content in Scopus and 23 compromised the 

homepage link in the journal's profile, while 11 did both

• As of September 2023, 41 hijacked journals are still compromising the 
data of legitimate journals in Scopus. 

• As of May 2024, 9 journals are still present in Scopus



Unauthentic content indexed in Scopus



Unauthentic content indexed in Scopus



Since September 2023 more journals 
detected



Scopus deleted the links



Challenges

• Misleading of scholars

• Bias of scientometric indicators

• Legitimization of unreliable 
papers

• Spillover effect

• Citations

Share of nonauthorized content indexed in 2021 as a share of total 
journal articles in Scopus indexed in 2021 (by mid-May 2021)

WHO Library on COVID-19



Reaction from Scopus

• Elsevier “started a thorough investigation of the journals in question, 
their homepage URLs, and indexed articles”

• “Maintaining the integrity and high-quality, curated content indexed 
on Scopus is of paramount importance to us”

• Links were deleted in December 2023



Conclusions

• A challenging problem of hijacked journals

• Challenge for scholars to detect authentic journals

• Challenge for research evaluation
• Papers from hijacked journals can be included in evaluation

• Lack of transparency in Scopus
• Papers are deleted from Scopus but this is not documented

• Legitimate journals are punished for the wrongdoing of legitimate journals

• Scopus should have a proactive policy towards hijacked journals
• Currently Scopus has only reactive position (sometimes no reaction at all)
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https://twitter.com/AbalkinaAnna

https://retractionwatch.com/the-retraction-watch-hijacked-journal-
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