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A Guide to Data Analytic Techniques and their 

Use in Fighting Fraud and Improper Payments

Richard Sangster
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Advantages of using data

Improved user 

experience

Deal with different 

types of fraud 

taxonomies

Examine more cases 

(whole populations)

Faster checks 

and information 

corroboration

Fill in gaps (fraud 

by omission) 

Connect to other 

data sets for 

broader insight

Can be used to 

prevent or detect 

fraud

Prevent human 

harm from fraud

Recovery of Assets 

from Fraud

Keeps pace with 

increasingly data 

driven economies 

Repeatable 

methodologies 

(efficiency)

Reduces siloed 

working (fraud 

occurs in gaps)

Identify Hidden 

Patterns / 

Connections

Others

Identify Control 

Weaknesses for 

Correction
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Background

Fraud is a massive problem, especially for 

the public sector.

• Our functions and structures make us 

attractive targets.

• We don’t have the freedom a private 

enterprise does to act.

• Legacy systems are not helpful.

Extraordinary 

spending

Limited Actions

Huge customer base

Diverse functions
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Your fraud problem

What is the aim here:

• Measuring likelihood of fraud & error? 

• Getting more information on your applicants? 

• Identifying, reclaiming, and preventing fraud and error?

Identifying fraud risks 

and how you can spot 

instances.

Number 

crunching

Working with fraud investigators to 

confirm findings and reclaim/prevent 

fraud & error.

A project:
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Entity Resolution

Also called data matching, this is the use of algorithms to compare records within or across datasets in 

order to identify when multiple records refer to the same entity.

Name: Harold…

Address: 1 Hi st.…

Email: h.Lem@...

Income: £20k Name: Jane…

Address: 36 Ard.…

Email: lamegrl@...

Income: £15kName: Harry…

Address: 1a Hi st.…

Email: h.Lem@...

Income: £12k Name: Steph…

Address: 13b Loe…

Email: Ste12@...

Income: NA

Our Recipients
Tax data

Name: Harold…

Address: 1 Hi st.…

Income: £32k

Name: Jenni…

Address: xxxx

Income: £552k

Harold Lem

Address: 1 High St. Manchester

Email: h.lem@gmail.com

Stated income: £20,000

Taxable income: £32,000

Dependents: Jane…

[…]
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Entity resolution – example process

Real world data is messy and very rarely has 

unique identifiers you can rely on.

1. Cleaning and standardisation; make sure 

al the data is recorded in the same way.

2. Indexing; algorithms that filter the 

comparisons being made.

3. Record pair comparison; detailed 

examination of records indexing 

highlighted.

4. Similarity vector classification: final 

estimation of likelihood two records belong 

to one entity.

Raw Data

Cleaned and Standardised Data
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Entity resolution – example process

Real world data is messy and very rarely has 

unique identifiers you can rely on.

1. Cleaning and standardisation; make sure 

al the data is recorded in the same way.

2. Indexing; algorithms that filter the 

comparisons being made.

3. Record pair comparison; detailed 

examination of records indexing 

highlighted.

4. Similarity vector classification: final 

estimation of likelihood two records belong 

to one entity.
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Entity resolution

You need to understand it well, because if you are the one with the fraud risk chances are you will not 

be the one doing it. 

• Organise and clean our own data.

• Bring insights from other datasets into our 

analysis.

• Indexing algorithms have different strengths 

and limitations, that you need to consider 

against your data.

• Doesn’t (by itself) let us do anything with 

these insights at scale.

Fill in gaps (fraud 

by omission) 

Connect to other 

data sets for 

broader insight

Reduces siloed 

working (fraud 

occurs in gaps)
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Rules based analysis – Expert systems

Take the knowledge and experience of 

your fraud experts, and build an evaluation 

tool based on their insights.

• Fairly approachable.

• Makes existing case evaluation more 

scalable.

• Needs that expert knowledge.

• ‘Hard’ rules can quickly become 

outdated.

Is their household 

income different 

than they stated in 

the application?

Where did the 

difference come 

from?

Is their household 

income different 

than they stated in 

the application?

Yes

No

Tax 

data

Other



10 -- OFFICIAL --

Stochastic evaluation

Using statistics to evaluate the data 

and set dynamic rules.

• Evaluate the data to identify 

outliers more easily.

• Able to fine tune the boundary.

• It reacts to changing behaviour.

In the example, how do we select the 

accounts for fraud investigators to 

review?
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Regression

A process to estimate the relationship 

between variables. Used a lot for 

forecasting.

• Explore relationships between 

variables.

• Identify outliers for review.

• You have to consider the types of 

regression that are appropriate for 

your data.

• Regression alone doesn’t prove 

relationships. 
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Clustering

Grouping similar entities together by 

identifying areas of high density in a data 

space.

• Identify anomalous points.

• Useful for predictive modelling.

• Can be done using a lot of variables.

But how to validate this?

• Using test data.

• Manually reviewing the results.
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The blue yonder…

Machine learning

At its most basic, this takes a statistical model and designs 

it to optimise itself. Usually needs training data where you 

already know which cases are fraud/error, but can be used 

for data exploration as well.

Deep learning

Sophisticated decision making tools. Very powerful and 

adaptable, but difficult to build and potentially controversial 

to use for counter fraud & error in the public sector.
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Thank you

Richard Sangster
richard.sangster@officeforlifesciences.gov.uk


