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1. ABSTRACT  
In a higher education institution, the user electronic information is usually scattered among various 
places and systems that provide services according to their requirements. The digital information 
contained in the various systems needs to be transversal to many digital identities, each one 
representing a user. This leads to several issues when managing the users’ rights on the access to 
technological infrastructures and resources, mainly because users have different types of rights and 
restrictions according to their role in the institution. 

Because of that problem, in 2007, the University of Trás-os-Montes e Alto Douro (UTAD) created an 
identity management system that became responsible for managment all digital identity information 
since creation to removal providing an Identity Management (IDM) solution, that it was at the time 
enough to respond to the University needs. Twelve years later the UTAD requirements, and in higher 
education intuitions in general, become more demanding, more mature gained importance in the 
information systems ecosystem.   What led to a necessarily upgrade of the identity management 
infrastructure, to rethink and reengineer all the identity lifecycle management in the institution in 
the light of the best practices and standards.  

The current paper, reports on an ongoing project that aims to improve the existing identity 
management system in UTAD and to present the basis of a proposal for a common Identity lifeclycle 
framework, under development, transversal to higher education institutions (HEIs) aligned with the 
identified best practices and standards. 

2. PROJECT SCOPE 
Besides the already existing identity management system at University of Trás-os-Montes e Alto Douro, 
the number of users and resources are growing, this requires to manage the access for each identity. 
The quest of this project is development of a general framework suitable to any higher education 
institution and implement it in the specific case of UTAD. The main objective of this framework is the 
definition of roles that incorporate all kinds of users (digital identities), working and accessing the 
system, in a higher institutions and associate them to each specifics rights and restrictions inside those 
same systems. 

The current IDM system divides users in two groups, students and staff, this division bring issues to the 
institution because it not specifies the type of users inside each one of this groups and respective 
resources, what leads to issues like the need of system administrators to manually manage users 
associated resources. The framework, under development, has the goal to delivery an identity 
management platform based in higher education institutions generic identified roles and is being 
developed according to The International Organization for Standardization standard ISO 24760, 27001, 
the recent approved and implemented General Data Protection Regulation, respecting his private 
information policies, and based on the best practices currently available in this information technology 
area.  

Another ambition of this solution is the utilization of the Blockchain concept in an IDM context. The 
combination of the decentralized blockchain principle and identity management, suggested that a 



  

digital ID can be created for each digital identity to relate the respective user to all transactions 
carried out by him. This integration of the blockchain concept it will assure to the user the preservation 
of the “timeline” and it will create a history of interactions by that user. 

3. TECHNICAL APPROACH 

3.1. ISO 27001 
The quantity of sensitive data in a higher education institution is countless, this type of organization 
not only contains individual personal information, like data related to employees and students, but 
also important organization data as financial information. So, this quantity of sensitive information 
leads to what is the most important point of an information security management system (ISMS) and 
that needs a large focus by any organizational entity that is the management of sensitive 
organizational information.  

In order to achieve guaranteed security and integrity in an ISMS the International Organization for 
Standardization created the ISO 2700. The standard ISO 27001 is a specification written by the best 
specialists in security information which contains technical information about a methodology about 
how to build and implement an ISMS in an organization. 

In this case scenario and in order to develop a trustworthy higher education institutional IDM 
framework, the attention given to this matter of work represents what should be a major target to 
ensure since the first product idea. By that, the implementation of the current project according with 
standard ISO 27001 evidence a special care with users’ personal and sensitive information. 

3.2. ISO 24760 
One big problem when developing an information system is the definition of terms, concepts and ideas. 
The non-definition of this values could lead to a misunderstanding of communication, ideas and 
decrease the viability of the final application product. So, according to that and the current project 
achievement to deliver an identity management framework for higher education institutions, meaning 
an inclusion of a large and distinct groups of entities, the need of a universal definition of terms and 
concepts is an imperative requirement. The International Organization for Standardization, in order 
to create a universal guide containing all definitions related to identity management, developed the 
ISO 24760. The standard ISO 24760 specifies definitions, terms, concepts of identity, identity 
management and their relationships.  

The most important part of an identity management platform are the users, since they represent a 
large and fundamental section of any organizational system. According to the standard ISO 24760, 
users represent an entity which can be a person, organization or another sub-system. As stated in the 
same standard, a user representation in a digital system or technological infrastructure is defined as 
a digital identity. A digital identity contains attributes and some of them, normally an pair “Username” 
and respective “Password”, can be used as credentials to guarantee access to the information system, 
identifying that user to the system. 

3.3. GENERAL DATA PROTECTION REGULATION (GDPR) 
In the last years, the exponential evolution of the technological systems led to a global preoccupation 
about how the data contained in that systems could be protected against unauthorized access or it 
could be protected against illegal selling. In 2016, the European Union (EU) adopted the General Data 
Protection Regulation, making it one of the biggest achievements in recent years. The GDPR was 
created in order to replace the old and out of dated 1995 Data Protection Directive, which was been 
created in the internet childhood. So, it was given two years to all EU member states to ensure 
conditions of a complete implementation in their countries of the GDPR by May 2018. 

The European Union’s approved General Data Protection Regulation stipulates, as an overall, the 
protection of personal information as a fundamental right that should be guaranteed to any citizen. 
In the GDPR are specified all the rules that the organizations should necessarily obey in order to 
guarantee the secrecy of all sensitive and personal information existing in their systems and 
technological infrastructures. 



  

3.4. PRIVACY IMPACT ASSESSMENT (PIA) 
Privacy Impact Assessment (PIA) concept emerged in mid-1990s and his impact in Europe gained more 
visibilty with the implementation in all European Union (EU) member states of the General Data 
Protection Regulation (Art. 35 of the GDPR). The article 35 of the GDPR denominated “Data protection 
impact assessment” it’s the first article of Section 3, “Data protection impact assessment and prior 
consultation”, and it refers to an obligation by the controller to conduct an impact assessment when 
the data processed by his system represent, in any circumstance, “a high risk to the rights and 
freedoms of natural persons” (Art. 35(3) of the GDPR). 

In order to achieve a right approach in the assessment development, the article 35 of the GDPR 
specifies the minimum requirements that a PIA should contain to be valid and particular case scenarios 
where a PIA shall be necessarily required. In a more precise way, the Privacy Impact Assessment is an 
analysis, made by an organizational institution to his own processes, seeing how these processes can 
affect or compromise the privacy of individual’s sensitive and personal data, before starting processing 
it. 

3.5. INFORMATION SECURITY POLICY – BEST PRACTICES 
The management of sensitive information represents a large responsibility to any information system. 
Based on importance given to that matter, institutions created best practice guides in order to reduce 
possible risks of data violation or identity theft. These available guides provide information guides 
with templates that can be used to achieve an information security policy for this project framework, 
combining legal requirements and current best practices. 

The ongoing project, besides following the International Organization for Standardization’s ISO 24760, 
27001, follows the best practice guides available in this scientific area, ensuring a suitable working 
framework capable of being adopted by any individual higher education institution improving their 
identity management platform without compromising the information contained in it. 

4. CURRENT IDENTITY LIFECYCLE SOLUTION 
The University of Trás-os-Montes e Alto Douro technological infrastructure provides a set of 
information systems that have as a main goal the support of administrative procedures and guarantee 
a series of digital services to the users which led to the IDM issue approached in this paper and to the 
final product solution designed in order to solve the problem. 

The existing information system of UTAD, besides having some weaknesses in the identity management 
technological area, have some strong points that deserve to be underlined in order to understand the 
current context and situation of this specific higher education institution. From the strong points 
should be approached the solid and mature information system, the UTAD has a relevant physical 
infrastructure that counts with many years of updates and implementations, this gives to the university 
a stable environment to develop, implement and test applications/solutions without technical 
preoccupations. Another major point that deserve special reference is that almost every UTAD services 
are available in web, meaning that the current staff as experience in working with web technologies. 

The IDM system available at this moment at UTAD was developed to solve the digital identities 
problems at that moment and designed according to the needs of that time without following any best 
practice rules or preparation for future certification. The UTAD’s current technological infrastructure 
and identity management system has the following overall architecture: 

 



  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As seen in Figure 2 the current identity management system isn’t based in a roles management type, 
which means that to each digital identity (user) of the technological infrastructures the system 
administrator is responsible for managing user’s permissions and resources what makes it non-
flexible/agile for the constant needs and demands.  

Another problem of the current identity management system is the non-definition of a lifecycle to 
each user, this means that there isn’t any stipulation of when a digital identity can, or it should be 
denied access to University technological infrastructures. Besides the aim to cut out the need of many 
digital identities per user, this system didn’t obliterate completely the problem, in fact, if a student 
becomes a collaborator with the university, which means a “Staff Member”, it will need a second 
account that gives him access to the staff resources. 

5. EXPECTED IDENTITY LIFECYCLE SOLUTION 
The objective of the project in progress is the development of a framework that allows a single digital 
identity for all resources, thought and developed according to The International Organization for 
Standardization ISO 24760, 27001, respecting the recent privacy policies approved with de European 
Union General Data Protection Regulation and following the best practices currently available in this 
information technology area. The intended framework will also be capable of identifying unusual 
behaviors by users. In order to achieve that, it will be used machine learning technology, which will 
establish a standard conduct to each digital identity, according to his usual interactions. The main 
objective of including this technology is that it will help to identify possible attacks to the UTAD 
private information and users’ identity theft attempt. Another technology that can be used to prevent 
identity theft or credentials corruption is the blockchain concept. So by that and the importance given 
by University of Trás-os-Montes e Alto Douro to the treatment of personal and sensitive data of users 
the expected identity lifecycle solution wants to be able of implementing the Blockchain concept, 
giving the user full control of his credentials and making available to him a personal historic which 
enables a complete “life report” of the digital identity, recording different interactions from that user 
to any system and specifying the types of interaction or transaction with historical data like related 
intervenient parts and date of interaction. 

Figure 1- UTAD’s current technological infrastructure and IDM system overall 
architecture 



  

As seen in the previous chapter, the current system does not specify types of users (roles) besides the 
“Students” and “Staff” big roles. The intended of this project is an elaboration of generic and default 
roles, for each type of user of the UTAD technological infrastructure, which include all kind of possible 
users. A simple example of the need for this kind of IDM framework is a student that graduates and 
become teacher on the same university, by the usual procedure it will be created a new digital identity 
or manually modified the resources that the student, now as a teacher, can access on the technological 
infrastructures. This process makes what appear to be a simple transaction not efficient and take 
unnecessary time from both parts, student and University. The ongoing project is thought in order to 
simplify these tasks, in the same example, the digital identity is associated to a “student” role and 
when he becomes a teacher that role is simply changed to a “teacher” role, it will take no time for 
the user, he will keep the same credentials as before and all the resources associated to the “teacher” 
role will be available for him.  

For development and implementation of the ongoing project it will be used Midpoint, Midpoint is an 
opensource Identity Management system that allows defining the organizational structure, which 
allows the definition of roles according to departments or groups and also allows the management of 
users, roles and resources. The existence of an opensource solution that allows the creation, 
development and implementation of the intended product like Midpoint, guarantees that there isn’t 
no technological limitation for this project in a real case as intended.  

6. CONCLUSIONS AND FUTURE WORK 
The needs and requirements of higher education institutions today are growing exponential which 
makes it a matter of concern for the years to come. The higher education institutions today must make 
critical adjusts to the technological infrastructures available to satisfy not only the needs of a 
constantly growing and changing universe of users, which includes internal users of the system and 
external system users, but also in certification of that infrastructures ensuring a prospect future for 
them. 

The main goal of the ongoing project is the development of an identity management framework based 
on nowadays higher education institutions requirements and shape it to the specific’s necessities of 
the University of Trás-os-Montes e Alto Douro. This project represents an ambition to deliver a pioneer 
and certified framework, satisfying all the current standards in this area of technological information 
and identity management (ISO 24760, 27001), besides that it will follow and respect all current 
regulation concerning privacy and sensitive/personal information treatment (GDPR).In addition to that 
it will includes and follow the best practices available in the identity management and information 
privacy areas. Furthermore, new technological concepts like Blockchain or Machine Learning it will be 
used in order to give the framework the intended innovative character in protection and preservation 
of personal and sensitive users’ digital information, being that the main current concerns in identity 
management systems. 

By all that, the final project product it will be an innovating framework that can be easily shaped to 
individual higher education institutions, in this case scenario the University of Trás-os-Montes e Alto 
Douro, making it a long-term framework solution in the area of identity management and upgradable 
worthy for the years to come. 
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