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Abstract – Nowadays digital data is produced at an exponential rate. The predominant storage and long-term conservation solutions use power-hungry spinning disks. DNA technology represents an ideal candidate for storing data because of the optimum ratio between energy and density of information it can contain, its relative longevity and above all its status at the foundation of life, preserving it from any technological obsolescence. Consequently, in this paper we present the design of a scalable archiving solution based on DNA, interfaced to OAIS-compliant digital repositories, and which allows an effective and efficient implementation on the long term in a perspective of saving research and patrimonial information.
Keywords – OAIS compliant, DNA storage, DLCM technology, OLOS, digital repository
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I. Introduction
Sustainable storage and preservation are a major technical and financial challenge for digital data, regardless of the context of its creation and use (scientific, medical, administrative, banking, etc.).
At the current rate of production of digital data, it does not seem economically and ecologically viable to archive all that information over the long term with the available technologies, both in terms of energy and excessive consumption of raw materials. The longevity of DNA and its high storage density (in current practice from 2 PB/gram to 215 PB/gram [1], [2]) make this biomolecule extremely attractive for data storage applications [3], [4]. Current processes are in place to write and store digital information in DNA on the very long term (thousands of years) using relevant conditioning, (such as silica nano-beads or trehalose [5]–[7]), with the possibility to read it back without error thanks to high redundancy and robust error correction algorithms [3]. Random-access of files have also been demonstrated [8], and longevity was evaluated according to enhanced aging experiments [9].
Therefore, to ensure the preservation of human heritage, a DNA-based solution has many advantages: a high density of information despite the redundancy needed to maintain the integrity of the information; no energy needed to preserve the information; no obsolescence (DNA is part of the building blocks of life). However, a critical next step will be to integrate the experimental work into archival environments that provide self-describing encapsulation of the data and its metadata, long-term integrity and authenticity, self-describing standards, and a study of the degradation of DNA libraries under real preservation conditions.
II. Technology
A. DLCM
Within the framework of the Swiss national DLCM project (2015-2021) [10], [11], two implementations of long-term preservation systems (yareta.unige.ch and olos.swiss) have been realized in a perspective of safeguarding research and patrimonial information based on Swiss infrastructures. The main competitive advantage of the DLCM technology comes from its modular and distributed architecture, as well as its strict compliance with the OAIS reference model (Figure 1). To the three standard OAIS entities (SIP, AIP, DIP), we have added a pre-ingest module. This module allows for greater flexibility in data management by providing users with the ability to manipulate datasets prior to their final submission. The pre-ingestion comes after the phase of active work on the data, but before the archiving phase, which prevents any further modifications (with the exception of metadata). The architecture is based on PREMIS and DataCite for the metadata, DOI for the persistent identifier, OAI-PMH for indexing and harvesting, and various connectors to different archive storage systems such as file system, S3, and tapes. For the next stage, we intend to add a new connector to store the information in DNA oligonucleotides. AIPs containing various types of digital data will be DNA encoded, with the DNA segments packaged in substrates that ensure slow degradation [5]–[7], then stored under controlled conditions and periodically checked for readability, which makes this project unique with respect to current technologies.
B.	DNA
While DNA synthesis and sequencing is fast and well mastered, it remains to solve the question of finding optimal methods of encoding the information. Indeed, for the DNA segments to be accessed in a random-access mode, they must have an address that allows unique selection. The Polymerase Chain Reaction (PCR) sequencing method use primer sequences, which are short DNA segments at the beginning of a coding sequence, which play the role of this address [3]. However, these addresses must be mutually uncorrelated, so that it is unlikely that one address will be confused with another.
With the current technologies [4], it is possible to synthesize segments of about 1000 base pairs (bps), marked at both ends by specially designed sequences (PCR primers). Adding addresses to shorter segments result in significant storage overhead, while synthesizing blocks longer than 1000 bps is prohibitively expensive and more prone to errors. For that reason, we have chosen 200 bps as a compromise. Each 200-bps data segment is therefore appended at both ends with two unique primers of 20 bps each (one being the complement of the other). These addresses are used for the directed access to specific AIPs. Moreover, each DNA segment, representing a part of an AIP, is indexed (i.e., numbered) to be able to correctly rearrange the content during decoding (Figure 2).[image: ]
Figure 1 DLCM OAIS Modular Architecture

Another aspect of encoding optimization is to provide a robust storage by relying on logical redundancy, both inside and between segments, allowing to decode information packages even in case of segment alteration or loss. Logical redundancy inside segments is referred to as inner code while redundancy between segments is named outer codes. This is necessary to compensate for DNA synthesis, DNA sequencing errors, PCR amplification biases, as well as DNA alteration over time. In practice, to achieve this, Reed-Solomon error correcting codes are applied over two dimensions with optimized parameters (Figure 2) [12].
III. Implementation
For designing the infrastructure, we extend state-of-the art methods created and used previously to store digital information in DNA (e.g., [3], [6], [10]). While previous work has proposed a self-contained DNA storage system that can bring self-explanatory to its stored data without relying on any external tool [13], we have chosen to make the process compatible with both the OAIS standard and the DLCM digital preservation system.[image: ]
Figure 2 Structure of an outer code block of DNA segments with the necessary redundancy to recover sequencing errors (N: number of inner code symbols, I: index size, K: number of inner code message symbols, necsi: number of errors correcting inner code. symbols, n number of outer code symbols, k number of outer code message symbols, necso: number of errors correcting outer code symbols) [11].

A. Conceptualization of the new data container architecture
Primers are keys to access and copy information stored into DNA, without having to sequence the whole DNA archive. We are developing a method to generate DNA primers to retrieve AIPs in a targeted manner consistent with OAIS identification requirements., i.e., a deterministic way to compute primers based on the digital preservation system AIP identifier. To support large AIPs, we will have to distribute them over many DNA segments, which requires management of DNA segments by blocks. Adding DNA as a novel medium to extend digital preservation systems will require a specific management of the AIP creation logistics with in particular:
· tracking the process from the creation of the DNA AIP until its storage in the archive;
· management of AIP physical storage, that is, location of physical copies: tube, shelf, room, building, etc., in a very similar way than paper preservation;
· management of AIP lifecycle, including events such as access or expiration dates.
B. Writing AIPs in DNA and Reproducibility
For the proof-of-concept, due for mid-2022, we will consider storing several small but valuable AIPs coded with the DLCM format (totaling about 1 MB) on the DNA media using the previously described data container infrastructure. This includes physical and logical organization of the AIPs into DNA data containers to copy and access AIPs, which can be controlled by DNA segments and sets of primers. We will also investigate the requirement for information redundancy to minimize costs while guaranteeing sufficient protection against errors to allow for read-out and accessibility even after very long time periods.
These steps will be followed by DNA synthesis (with about 500’000 copies of each data segment), packaging the resulting DNA segments in substrates that ensure slow degradation [5]–[7], and storage in tubes placed in a secured warehouse at the Cantonal Archives of Vaud, Switzerland. Readability of the AIP will be tested periodically during the project and beyond to assess more precisely the longevity of the media.
Following the OAIS recommendations, a detailed documentation of the whole process is necessary to ensure AIPs readability (lab protocols, calibrating parameters, algorithms, AIP structure, etc.), which will be stored on classical non-acid paper along with the DNA. We intend to verify the DNA readability under real conditions in 1, 2, 5, 10 and 20 years after encapsulation. This will consist in DNA amplification and decoding of files, which will be matched with checksums to assess the integrity of the extracted information. Error rates will also be evaluated at this stage to confirm that the redundancy mechanisms are correctly parametrized and the whole lifecycle (from AIP encoding in DNA to information retrieval) is operational.
IV. Conclusions
The DNA archiving approach offers a very promising green option for the management of digital data at reasonable costs, with less risk regarding the sustainable access to digital data.
Different methodologies of DNA storage have already been used to store music and historical documents, to demonstrate the feasibility of this technology, see for instance the Montreux Jazz Digital Project [14] and the deposit of digital archives encoded on DNA at the French National Archives [15]. However, the use of DNA to archive research and patrimonial information based on an OAIS architecture has not yet been done to our knowledge.
Different technologies allow DNA to be stored for decades or hundreds of years if kept at a temperature between 10 and 15°C [6], [7], [16]. With passive building cooling strategies, which are becoming increasingly common in the archival sector [17]–[19], such a temperature range can be achieved without consuming additional energy.
Given our proof-of-concept is due for mid-2022, we hopefully will be able to present the first results of our implementation during the iPres conference in September 2022. This innovative approach offers a new paradigm in data archiving for data scientists and archive professionals. Specific skills and expertise would be worth to be developed in this field.
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