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NIST OVERVIEW

• Identify

• Find out what you have and what’s important

• Protect

• Build controls to protect and mitigate risks

• Detect

• Watch for bad things to happen

• Respond

• Re-act and deal with bad things happening

• Recover

• Put things back to a good state after issues occur



NIST OVERVIEW

• Tiers

• 1 - Partial

• 2 – Risk Informed

• 3 - Repeatable

• 4 - Adaptive



NIST OVERVIEW



PHASE 1

NIST Implementation Tier Maturity Level Maturity Definition Easy-to-Understand Maturity

1

0 Non-Existent Never Heard of It

1 Initial Heard of it. Pilot. Proof of Concept

2

2 Repeatable A process is in place but not formalized

3 Defined A process is in place and is formalized

3 4 Managed
Ad hoc reporting, self audits/Management 

Monitored

4 5 Optimized Automated/Reviewed and improved



PHASE 1

• Governance

• Buy in from BoD, Exec, Management

• 3rd Party

• Metrics

• Acquisitions and Divestitures

• Information Technology

• Business

• Leadership

• Data management

• Personnel
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PHASE 1 - INTERVIEWS



PHASE 1



PHASE 1

• 6 to 8 month process

• Internal Audit

• Security

• BU IT

• Not very repeatable

• Trust but verify

• The data generated more questions



PHASE 2

• TPP

• Technology

• People

• Process

• Maturity

• Control Coverage
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PHASE 2
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PHASE 2
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PHASE 2

BU1 BU2 ELD BU3 BU4 BU5 BU6 BU7 BU8 BU9 BU10 BU11 BU12 BU13 BU14 TPPFriendlyName

37 37 37 37 (ITSM) Change Control

9 MDM

12 12 12 12 Microsoft Certificates 2-Factor

9 9 Removable Media Encryption

17 AnyConnect Remote Access

11 Wireless Security

11 (ITSM) FireFighter

11 FireFighter (EP)

30 Legal / Procurement Contract Security Language

1 1 1 1 1 1 1 1 1 1 Secure Storage area

17 17 17 17 17 17 17 17 17 17 17 17 17 17 Web Application Firewall (WAF)

14 14 14 14 14 14 14 14 14 14 14 14 14 14 Database Firewall

10 10 Federation

14 Awareness Training/PUPY

3 3 SOC

7 7 7 7 7 7 7 7 DDOS Mitigation

34 34 34 34 34 34 34 34 34 34 34 34 34 34 Baseline 3rd Part Connectivity

10 10 10 10 10 10 10 10 10 ID Awarness

6 6 6 6 6 6 6 6 6 6 Web ACL

16 Network ACL

9 9 9 9 9 9 Microsoft Host based Firewalls

2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 Microsoft RMS

2 2 2 2 2 2 2 2 2 2 2 2 2 2 Microsoft/Oracle Database Encryption



PHASE 2
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PHASE 3

• TPP Cost

• Risk register mapping

• Project mapping

• Auditability



QUESTIONS?

• JD Rogers

• jrogers3@gaig.com

mailto:jrogers3@gaig.com

