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ABSTRACT 

CONTEXT 
The integration of Artificial Intelligence (AI) tools like ChatGPT, Copilot, and Gemini into 
education prompts a re-evaluation of traditional methods. This research investigated how 
ChatGPT can enhance critical thinking, problem-solving, and information verification, and 
assessed students' abilities to apply AI to both theoretical and technical challenges. 

PURPOSE OR GOAL 
Despite ChatGPT’s popularity across domain and sectors, the research points to a raft of 
limitations and the need for rigorous critical scrutiny. Therefore, this research aimed to address 
the following research questions: Is there a difference in university students' levels of 
achievement scores based on whether AI-Generated solutions are provided, considering the 
different components of learning (e.g., Theory and Technical) and gender (Male and Female)? 
APPROACH 
This research involved designing an assessment comprising two parts. In Part I, students were 
given theoretical and technical problems to solve using any tools, including ChatGPT. In Part II, 
students were provided with both theoretical and technical problems and ChatGPT-generated 
answers, which they had to evaluate for correctness and provide justifications. Data from their 
responses were collected and analysed to assess their performance in both parts. The analysis 
aimed to identify how effectively students solved the problems and evaluated ChatGPT's 
answers. 

OUTCOMES 
The results indicated that integrating ChatGPT in assessment and higher education was effective 
in developing students critical thinking and problem-solving skills, particularly in supporting 
technical skill development compared to the theory component. In addition, significant positive 
differences in mean scores without and without using Generative AI (Gen AI) for theory 
demonstrated the power of ChatGPT in uplifting the quality of higher education. 

CONCLUSIONS 
The integration of ChatGPT provided valuable insights into its potential and limitations as an 
educational tool. While ChatGPT assisted in solving theoretical and technical problems, it is 
crucial to develop students' critical thinking and problem-solving skills to verify and contextualise 
AI-generated information.  
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Introduction 
The integration of advanced natural language processing tools such as ChatGPT, Copilot, and 
Gemini into various domains, including education, has prompted a re-evaluation of traditional 
teaching methods. ChatGPT’s potential to enhance critical thinking and problem-solving skills 
while highlighting the importance of information verification aligns with the educational objective 
of preparing students for real-world challenges. This study examines the use of ChatGPT in an 
educational setting, specifically within a cyber security unit taught at Australian Catholic 
University. By employing a tailored assessment, the research aims to evaluate how well students 
can utilise ChatGPT to answer both theoretical and technical questions. The objective is to 
understand the practical implications of integrating such AI tools in enhancing students' 
proficiency in addressing complex problems, ultimately assessing whether these tools can 
significantly contribute to achieving educational goals in the context of cybersecurity. 

Literature Review 
The versatility and advanced natural language processing capabilities of ChatGPT have 
positioned it as an invaluable tool spanning diverse domains including healthcare and medicine 
(Cascella et al., 2023; Dave et al., 2023), business and finance (Chuma & De Oliviera, 2023), law 
and legal services (Biswas, 2023), and education and training (Grassini, 2023; Ngo, 2023). Within 
two months of its launch in November 2022, the ChatGPT tool had reached 100 million users 
worldwide (Halaweh, 2023), with countries like the US, UK, Australia, Canada, the UAE and 
China leading the way in their adoption of AI technologies for learning and teaching, integrating 
AI into educational tools and platforms in order to personalise the learning experience and 
enhance teaching and learning as well as engagement and outcomes (Rasul et al., 2023; Wang 
et al., 2023). These countries are not only using AI tools for educational purposes but are also 
investing in research and development to further integrate AI into their education systems 
(Grassini, 2023). 
Studies exploring student perceptions of ChatGPT have found them to be moderately positive in 
their attitudes and views of the individualised educational opportunities afforded by the 
technology (Huallpa et al., 2023). Students have indicated a need for institutional standards being 
made explicit, particularly in relation to privacy and data security (Huallpa et al., 2023), as well as 
the ethical considerations of fairness and non-discrimination and transparency in the use of 
ChatGPT (Mhlanga, 2023). Halaweh (2023) suggests there are some serious ethical concerns 
with regards to the use of this technology in education, including potential bias and discrimination 
due to its reliance on natural language processing, privacy concerns around search data being 
saved and used for unintended purposes, concerns about lack of critical thinking, as well as 
plagiarism. 
Research suggests that ChatGPT has shown effectiveness in assisting students with both 
theoretical and technical problems to a notable extent (Rasul et al., 2023; Zhang & Tur, 2024). In 
more theoretical disciplines such as mathematics, science, and humanities, ChatGPT can assist 
in clarifying concepts, offering examples, and unpacking abstract ideas (Kolade et al., 2024). For 
more technical subjects like programming or engineering, ChatGPT can provide guidance on 
syntax, algorithms, and problem-solving strategies (Tsai et al., 2023). However, its effectiveness 
is said to vary depending on the complexity of the problem and the quality of its training data. 
While ChatGPT can significantly aid students by providing instant access to information and 
explanations (Javaid et al., 2023), it is not a substitute for personalised teaching or deep domain 
expertise in certain niche areas where contextual understanding is critical (Kalla et al., 2023). Its 
role is most effective when used as a supplementary tool alongside traditional educational 
methods and expert guidance (Gill, 2024). 
The integration of ChatGPT in the higher education context has shown promising potential in 
fostering critical thinking and problem-solving skills among students (Buselic, 2023). Studies 
suggest that by engaging with ChatGPT, students are encouraged to formulate clear and 
structured inquiries, which in turn prompt them to think critically about the information they seek 
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and receive (Katavic et al., 2023). ChatGPT has been found to provide diverse perspectives and 
information which encourages students to evaluate and synthesise knowledge from various 
sources, thereby enhancing their analytical abilities (Guo & Lee, 2023). Moreover, ChatGPT can 
potentially simulate real-world problem-solving scenarios by offering suggestions and guiding 
students through complex issues, promoting strategic thinking and decision-making skills (Kohler, 
2024; Kurban & Sahin, 2024). However, the effectiveness ultimately hinges on how educators 
integrate ChatGPT into curricula (Wu, 2024), ensuring it complements and enhances existing 
teaching and learning methods while fostering a supportive learning environment that encourages 
experimentation and reflection (Wu, 2024). It is argued that continued research and refinement of 
these educational approaches is critical in order to fully realise the potential of ChatGPT in 
developing students’ critical thinking and problem-solving capabilities (Rasul et al., 2023). 
Research on ChatGPT highlights several limitations in providing accurate and contextually 
relevant answers. Firstly, these models rely heavily on the data they were trained on, which may 
not always encompass the breadth and depth of specific educational curricula or nuanced 
academic contexts (Grassini, 2023). As a result, ChatGPT may struggle with domain-specific 
jargon (Einarsson et al. 2024), complex theoretical concepts (Ali et al., 2023), or specialised 
technical details that go beyond its training data (Ray, 2023). Furthermore, while it excels at 
generating text based on patterns in data (Azaria et al., 2024), it may lack the ability to deeply 
understand the underlying meaning or context of questions (Javaid et al., 2023), leading to 
occasional misinterpretations or incomplete responses (Azaria et al., 2024). Moreover, 
ChatGPT's responses are generated probabilistically, meaning they can sometimes be inaccurate 
or misleading, especially when faced with complex or vague queries (Huang & Huang, 2024). 
Lastly, its inability to learn from interactions in real-time can limit its adaptability and improvement 
over time compared to human tutors who can dynamically adjust instructions and explanations 
based on student feedback and understanding (Graefen & Fazal, 2024). Therefore, while 
ChatGPT offers valuable support, its limitations underscore the need for caution and 
complementary educational strategies in ensuring accurate and contextually relevant assistance 
(Graefen & Fazal, 2024; Kurban & Sahin, 2024; Zhang & Tur, 2024).   
Research indicates that students’ abilities to verify and correct ChatGPT-generated responses 
can significantly contribute to their learning outcomes in several ways (Javaid et al., 2023). By 
engaging in the process of verifying information and correcting inaccuracies, students develop 
critical thinking skills and a deeper understanding of the subject matter (Guo & Lee, 2023). This 
active participation fosters a more reflective approach to learning, encouraging students to 
question and evaluate the information presented to them (Rasul et al., 2023). When students 
identify errors or inconsistencies in ChatGPT's responses, they are prompted to seek additional 
resources or consult with peers and teachers, which enhances their overall comprehension and 
retention of the material (Javaid et al., 2023; Ngo, 2023). Furthermore, the act of correcting 
inaccuracies can reinforce conceptual understanding, leading to more robust learning outcomes 
(Rahul et al., 2023).  
Drawing upon the above literature, we identified several burning questions which require further 
investigation. For example, how effective is ChatGPT in assisting students with theoretical and 
technical problems? Can the use of ChatGPT enhance critical thinking and problem-solving skills 
among students? What are the limitations of ChatGPT in providing accurate and contextually 
relevant answers? How do students’ abilities to verify and correct ChatGPT-generated responses 
contribute to their learning outcomes? 

Research Question, Conceptual Model and Hypotheses 
In trying to find answers to above questions, the following is the overarching research question 
for this study. 

Is there a difference in university students' levels of achievement scores based on whether 
AI-Generated solutions are provided, considering the different components of learning (e.g., 
Theory and Technical) and gender (Male and Female)? 



Based on the literature reviewed, we also developed the conceptual model followed by framing of 
hypothesis for both with and without providing AI-Generated solutions. 

Figure 1. Conceptual Model and Hypotheses 

Accordingly, three hypotheses include: 
H1 (a&b): Different assessment components will affect the performance scores for theory (a) 

and technical (b) components. 
H2 (a&b): Differences in gender will affect the performance scores for theory (a) and technical 

(b) components.
H3 (a&b) Interdependency between assessment component and gender will influence the 

performance scores for theory (a) and technical (b) components. 

Methodology 
Study design entails analysis of students’ performance data collected from 30 students enrolled 
in the Network Security unit at Australian Catholic University over one semester. Students 
completed the two assessment components namely Part A and Part B. In Part A, students were 
given theoretical and technical problems to solve using any tools, including ChatGPT. In Part B, 
students were provided with both theoretical and technical problems and ChatGPT-generated 
solutions, which they had to evaluate for correctness and provide justifications. Students' 
performance in both parts was analysed to understand the effectiveness of ChatGPT in 
enhancing learning outcomes and critical thinking skills. 73% of students were male and 27% of 
students are female. 
The variables used in this study design are two independent variables: type of assessment 
(theory and technical) and gender (Male and Female) and two dependent variables: performance 
score for the two components of assessment namely theory and technical and the two 
assessment regimes- one without solution and the other with AI-generated solution.  
Analysis methods used for this study include t-test followed by two-way ANOVA (Analysis of 
Variance) for the performance data generated from the two assessment regimes. Prior to 
conducting the analysis, the data was tested for non-violation of assumptions such as normal 
distribution of data and homogeneity of variances. Normality assumption was tested using 
skewness and kurtosis threshold values of +or- 3 (Gravetter & Wallnau, 2005). Levene’s 
homogeneity of variance tests was used with both standard threshold value of 0.05 and a more 
stringent value of 0.001 along with Bonferroni adjustments was used to reduce the chances of 
obtaining false positive results (Tabachnick et al., 2001). The effect size (η2) was also used to 
measure the magnitude of the difference between groups, following the standard rules: 0.01 – 
small; 0.06 – medium, 0.14 – large (Cohen, 1988).  

Results 
Table 1 presents the basic measures of the performance data considering two types of 
assessment regimes, two types of assessment components and gender. The data had normal 
distribution with acceptable levels of skewness and Kurtosis value ranges. The sample size for 
each iteration was 30. The results indicate that students had higher mean scores for without 
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Gender (Male, Female) 

Score without Solution 
a) Theory score
b) Technical Score

Score with Solution 
a) Theory score
b) Technical ScoreAssessment*Gender 

(Interaction) 

H1 

H2 

H3

Assessment Components 
(Theory, Technical) 

https://www.acu.edu.au/handbook/handbook-2024/unit/itec311
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solutions compared to with solutions. Male students scored higher in theory and technical parts 
without solutions. However, the trend reversed for the assessment regime with solution as female 
mean score was higher than male score for both theory and technical components. 

Table 1. Descriptive statistics 

Table 2 presents bivariate correlation results for all four variables. The results suggest significant 
positive correlation between score without and with solution, score with solution and assessment 
component code, and no correlation was found for gender variable. 

Table 2. Bivariate correlation Matrix 

Variable 1 2 3 4 
1. Score without solution 1 .307* -0.055 -0.040
2. Score with Solution .307* 1 .412** 0.053 
3. Assess code -0.055 .412** 1 0.000 
4. Gender code -0.040 0.053 0.000 1 
* Significant difference; ** Correlation is significant at the 0.01 level (2-tailed).

A paired t-test analysis was conducted as shown in table 3(a) and 3(b) to determine any 
difference in results based on the type of assessment and gender variables. The results indicate 
a significant difference in mean scores between with and without solutions for the theory 
component compared to technical component, i.e., students scored higher scores in theory 
without solutions compared to ChatGPT generated solutions. Similarly, a significant difference in 
mean scores between with and without solutions for male students, i.e., male students' mean 
score for without solutions was significantly higher than with solutions.  
Table 3(a). Difference between Means scores without and with solution based on Assessment Type 

Variable 

Variables Mean Difference t-Value p Value 
Theory 3.16 5.97 0 
Technical 0.67 1.2 0.24 

Table 3(b). Difference between Means scores without and with solution based on Gender Variable 

Variables Mean Difference t-Value p Value 
Male 2.07 4.76 0 
Female 1.5 1.48 0.16 

Assess Code Mean Std. Deviation N 
Score without solution 

Theory 
Male 8.95 1.527 22 
Female 8.50 3.817 8 
Total 8.83 2.291 30 

Technical 
Male 8.55 2.874 22 
Female 8.50 4.175 8 
Total 8.53 3.192 30 

Total 
Male 8.75 2.284 44 
Female 8.50 3.864 16 
Total 8.68 2.759 60 

Score with Solution 
Theory 

Male 5.68 2.626 22 
Female 5.63 1.408 8 
Total 5.67 2.339 30 

Technical 
Male 7.68 2.801 22 
Female 8.38 1.996 8 
Total 7.87 2.596 30 

Total 
Male 6.68 2.867 44 
Female 7.00 2.191 16 
Total 6.77 2.689 60 
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Findings from two-way ANOVA Results 
The effectiveness of using ChatGPT in cybersecurity education was evaluated by comparison of 
performance scores based on assessment component types, gender variable for both 
assessment regimes using the two-way ANOVA method. The results indicate no significant main 
effect of both dependent variables and interactions effects on the performance scores for without 
a solution assessment regime as shown in table 4. However, significant difference was found for 
main effect of assessment component type on performance score with large effect size (16%) for 
with solution assessment regime. However, there was no significant main effect results for 
gender or interaction effect for the second assessment regime.  

Table 4. Performance Score Results by main and interactive effects 

Variables Without Solution With Solution 
Effect SS DF F P Effect 

Size SS DF F P Effect 
Size 

Assessment 
component Type 
(Main Effect) 

0.49 1 0.06 0.80 0.00 66.18 1 10.55 0.00 0.16 

Gender (Main 
Effect) 0.73 1 0.09 0.76 0.00 1.19 1 0.19 0.67 0.00 

Assessment 
Type*Gender 
(Interaction effect) 

0.49 1 0.06 0.80 0.00 1.65 1 0.26 0.61 0.00 

Note: SS (Sum Squared), DF (Degrees of Freedom), F (F-Statistics Value), P (P-Value) 

Even though insignificant results were indicated above for all but one, a further comparison 
analysis was conducted to better understand the sign and direction of the results. Table 5 
provides the comparison results with significant difference in mean scores between theory and 
technical components for with solution assessment regime. However, mean score sign is 
negative, suggesting that students scored higher in technical components compared to theory. 
This is the reverse of results for without solution assessment regime. The positive sign for without 
solution (even though not significant) indicates students scored higher for the theory component 
compared to the technical component.   

Table 5. Comparison results for assessment type and gender variable 
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Theory Vs Technical 0.20 0.82 0.80 -1.45 1.86 -2.375* 0.73 0.00 -3.84 -0.91
Male Vs Female 0.25 0.82 0.76 -1.40 1.90 -0.32 0.73 0.67 -1.78 1.15 
* Significant difference

Table 6 summarises the results of the hypothesis proposed in this study. As noted, H1 – 
differences in assessment component influencing the performance score with provision of 
solution is the only hypotheses that had significant results and all other hypotheses were 
rejected.  



Table 6. Hypothesis Results 

Hypothesis Without 
Solution 

With 
Solution 

H1 (a&b): Different assessment components will affect the 
performance scores for theory (a) and technical (b) components Reject Accept 

H2 (a&b): Differences in gender will affect the performance scores 
for theory (a) and technical (b) components Reject Reject 

H3 (a&b) Interdependency between assessment component and 
gender will influence the performance scores for theory (a) and 
technical (b) components 

Reject Reject 

Discussion 
The findings of this study provide some interesting results indicating some contradictions and 
tensions surrounding assessment regimes considering the components and gender differences. 
Even though the interaction effect was not significant, further analysis was conducted to 
understand the direction of performance scores considering both dependent variables. 

Without Solution 
Results for this regime indicate that male students scored high for theory and low for technical 
component of assessment. This contrasts with the common belief that male students are more 
oriented towards techniques than theory. This makes us question the underlying issues male 
students' inability to apply theory into practice or if there has been a breach of academic integrity 
with respect to theory component for male students. Female students scored below male 
students for both components, however, their scored remained at the same level for both theory 
and technical.  

With Solution 
Results for this regime show both male and female students scored below the grand mean for 
theory component and above for technical component.  It is interesting to note that female 
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Figure 2. Estimated marginal means of score without solution 



students mean score was higher than male students for technical component of the assessment. 
This indicates female students are better at effectively evaluating and identifying errors found 
from the AI generated solutions compared to male counterparts. One of the key limitations of this 
study was non-generalisability due to small sample size. We plan to collect more data to enhance 
the validity and reliability of these results. 

Conclusion 
The study evaluated the effect of using ChatGPT in cybersecurity education. The results indicate 
that integrating ChatGPT in assessment and higher education is effective in developing students 
critical thinking and problem-solving skills, particularly in supporting technical skill development 
compared to the theory component. In addition, significant positive differences in mean scores 
without and without using Gen AI for theory indicates the power of ChatGPT in uplifting the 
quality of higher education. 
The integration of ChatGPT into the unit assessment has provided valuable insights into its 
potential and limitations as an educational tool. While ChatGPT can assist in solving theoretical 
and technical problems, it is crucial to develop students' critical thinking and problem-solving 
skills to verify and contextualise AI-generated information. The project underscores the 
importance of fostering an environment where students actively question and validate the 
information, preparing them for real-world challenges. Future assessments should continue to 
emphasise these skills, ensuring that students become discerning consumers and effective users 
of AI technology. 
The study contributes to the debate on whether or not to use Gen AI tools such as ChatGPT in 
higher education. The novel methodology used in this study unpacks various complexities of 
dilemmas. This study by evaluating interplay between theory and technical components with and 
without solutions generated by ChatGPT provides insights into effective use of such tools for 
enhancing the quality and standards of education and prepare students for the real world of work. 
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Figure 3. Estimated marginal means of score with solution 
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